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SUBSTI TUTE HOUSE BI LL 1250

Passed Legislature - 1999 Regul ar Session
St ate of WAshi ngt on 56th Legislature 1999 Regul ar Sessi on

By House Commttee on Financial Institutions & Insurance (originally
sponsored by Representatives Mintire, Keiser, Sullivan, Santos,
Benson, Hatfield, Quall, Barlean, Hurst, Dunshee, Bush, Constanti ne,
Di ckerson, Rockefeller, O Brien and Kenney)

Read first tine 02/22/1999.

AN ACT Rel ating to protecting the privacy of financial information;
adding a new chapter to Title 9 RCW prescribing penalties; and
provi ding an effective date.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTI O\ Sec. 1. | NTENT. The |legislature finds that
financial information is personal and sensitive information that if
unlawful Iy obtained by others may do significant harmto a person’s
privacy, financial security, and other interests. The | egislature
finds that unscrupul ous persons find ever nore clever ways, including
identity theft, to inproperly obtain and use financial information
The |l egislature intends to penalize unscrupul ous people for inproperly
obtai ning financial information.

NEW SECTION. Sec. 2. PRCH BITING ATTEMPTS TO | MPROPERLY OBTAI N
FI NANCI AL | NFORMATI ON. (1) No person may obtain or attenpt to obtain,
or cause to be disclosed or attenpt to cause to be disclosed to any
person, financial information froma financial information repository:
(a) By knowingly nmeking a false, fictitious, or fraudulent
statenent or representation to an officer, enployee, or agent of a
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financial information repository wth the intent to deceive the
officer, enployee, or agent into relying on that statenent or
representation for purposes of releasing the financial information;

(b) By knowingly nmeking a false, fictitious, or fraudulent
statenent or representation to a custoner of a financial information
repository with the intent to deceive the custonmer into releasing
financial information or authorizing the release of such information;

(c) By knowi ngly providing any docunent to an officer, enpl oyee, or
agent of a financial information repository, know ng that the docunent
is forged, counterfeit, lost, or stolen; was fraudul ently obtai ned; or
cont ai ns a false, fictitious, or f raudul ent st at enent or
representation, if the docunent is provided with the intent to deceive
the officer, enployee, or agent to release the financial information.

(2) No person may request another person to obtain financial
information froma financial information repository and knows or shoul d
have known that the person wll obtain or attenpt to obtain the
information from the financial institution repository in any manner
described in subsection (1) of this section.

(3) As used in this section, unless the context clearly requires
ot herw se:

(a) "Financial information" neans, to the extent it is nonpublic,
any of the following information identifiable to the individual that
concerns the anmount and conditions of an individual’s assets,
liabilities, or credit:

(1) Account nunbers and bal ances;

(1i1) Transactional information concerning any account; and

(ii1) Codes, passwords, social security nunbers, tax identification
nunbers, driver’s license or permt nunbers, state identicard nunbers
i ssued by the departnment of |icensing, and other information held for
t he purpose of account access or transaction initiation.

(b) "Financial information repository” nmeans any person engaged in
the business of providing services to custoners who have a credit,
deposit, trust, stock, or other financial account or relationship wth
t he person.

(c) "Person" neans an individual, partnership, corporation, or
associ ati on.

(4) No provision of this section shall be construed so as to
prevent any action by a l|law enforcenent agency, or any officer,
enpl oyee, or agent of such agency, or any action of an agent of the

SHB 1250. SL p. 2
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financial information repository when working in conjunction wth a | aw
enf orcement agency.

(5) This section does not apply to:

(a) Efforts by the financial information repository to test
security procedures or systens of the financial institution repository
for maintaining the confidentiality of custoner information;

(b) Investigation of alleged enpl oyee m sconduct or negligence; or

(c) Efforts to recover financial or personal information of the
financial institution obtained or received by another person in any
manner described in subsection (1) or (2) of this section.

(6) Violation of this section is a class C fel ony.

(7) A person that violates this sectionis liable for five hundred
dollars or actual danmages, whichever is greater, and reasonable
attorneys’ fees. |If the person violating this section is a business
that repeatedly violates this section, that person also violates the
consuner protection act, chapter 19.86 RCW

NEW SECTION. Sec. 3. PRCH BITING | DENTITY THEFT. (1) No person
may knowi ngly use or knowingly transfer a neans of identification of
anot her person with the intent to commt, or to aid or abet, any
unlawful activity harmng or intending to harm the person whose
identity is used, or for commtting any felony.

(2) For purposes of this section, "means of identification" neans
any information or itemthat is not describing finances or credit but
is personal to or identifiable with any individual or other person
i ncluding any current or former nanme of the person, telephone nunber,
and el ectroni c address or identifier of the individual or any nenber of
his or her famly, including the ancestor of such person; any
information relating to a change i n nane, address, tel ephone nunber, or
el ectronic address or identifier of the individual or his or her
famly; any social security, driver’s license, or tax identification
nunber of the individual or any nenber of his or her famly; and ot her
information which could be used to identify the person, including
uni que bionetric data.

(3) Violation of this section is a class C felony.

(4) A person that violates this sectionis liable for five hundred
dollars or actual damages, including costs to repair the person’s
credit record, whichever is greater, and reasonable attorneys’ fees.
If the person violating this section is a business that repeatedly
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violates this section, that person also violates the consuner
protection act, chapter 19.86 RCW

NEW SECTI ON. Sec. 4. EFFECTI VE DATE. This act takes effect
January 1, 2000.

NEW SECTION.  Sec. 5. CAPTI ONS NOT LAW Captions used in this
chapter are not part of the | aw.

NEW SECTION. Sec. 6. SEVERABILITY CLAUSE. |If any provision of
this act or its application to any person or circunstance is held
invalid, the remai nder of the act or the application of the provision
to other persons or circunstances is not affected.

NEW SECTION. Sec. 7. Sections 1 through 6 of this act constitute
a new chapter in Title 9 RCW

Passed the House March 4, 1999.

Passed the Senate April 23, 1999.

Approved by the Governor May 17, 1999.

Filed in Ofice of Secretary of State May 17, 1999.
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